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Abstract of JP200406421 5 
PROBLEM TO BE SOLVED: To provide an 
electronic mail system whereby a recipient can 
discriminate whether a sender is the same as 
a mail sender in the case of transmitting or 
receiving electronic mail, and to provide a 
method for preventing transmission of 
impersonated electronic mail and a method for 
preventing the reception of impersonated mail. 

SOLUTION: The flowchart of operations in an 
SMTP server includes: a step S1 wherein the 
SMTP server (transmission server) 
authenticates a concerned user at mail 
transmission; a step S2 of adding server 
information of a sender to an authentication 
header when the concerned user is 
authenticated; a step S3 of acquiring a mail 
address (A) of the authenticated user; a step 
S4 of acquiring an mail address (B) from 
header sender information; a step S5 of 
comparing the mail address (A) with the mail 
address (B); and a step S6 of transmitting mail 
only when they are coincident. 
COPYRIGHT: (C)2004,JPO 



C gED 




S3 




S7 



S8 











■ T, ,..f..r»r 








i I 





Data supplied from the esp@cenet database - Worldwide 



http://v3.espacenet.com/textdoc?DB=EPODOC&IDX=JP2004064215&F=0 



2007/09/27 



JP 2004 64215 A 2004.2.26 



(19) B*S*5SWt(JP) 



(12)^ R & W & S(A) 



(iimsT*B[2rH»# 

!$BI2004-€4215 
(P2D04-64215A) 
(i3)&H B JW*16«H26B (2004.2.26) 



(51) Int. CI. 7 

H04-L 12/58 



F 1 



H04L 12/58 100F 



5K030 



S2H!* ffl*Jg©« 8 O L (±13 fl) 



(21) |UBI*4 


fS JS2002-216759 (P2002-216759) 


(71) W® A 000001443 


(22) SI4J&B 


¥jS14*p7fl 25B (2002. 7. 25) 








mJ5tffli£SK*BT 1 Tl€«2^ 






(74) ttSA 100072383 






#a± *E «=« 






(72)JSW# J5S« «- 












ft*««5$i&a:5W«1i|5-te -to 






F^r -A (*?«*) 5K030 BA06 KA01 KA06 



(57) CH©] 

[inn m^-^-;K?)3Js^xttS«<?)^icS€**^- 

*-;H3Ht«*CSMTP-J'--A Cig-fS^— 
A) -?*ASIiEtffU (X7y?8 1 ) . *AUtZ#t 

7fv?8 2) , )XC. BteUfca-IW.X-JHT'KU 

7 (A) tSttlL (Xrv783) . J5C. \v7&& 
A*Mfi»«J^-*7Kl/Z (B) tSttltS Utv? 

8 4) . ^UT. X-ZUJI-'UX (A) *A-h7V\/ 
7. (B) tJtt&U C7fy?8 5) . -SttZflteC© 

*.x-^t«ttT* Ufy?8 6) . 



c 





JP 2004 64215 A 2004.2.26 



C » S SI * q> m m 3 
t gfi * Jl 1 ] 

§JIT<?>«S*# "J «tt U & t 4 > * - * y ht/VU-7«*Jfe**JB7C«*t 

? - * y h CJf S£ Ifel^^-iP^fi?*^, 

$SE*-;H>-- A®3M<&*- Att, ^-^®iS«^c*ASSltff?a§I?SV l s«r 

• 

CS5*JB 2 3 

a«8*«7CfiHStI55«y-AVt«Jtfe^-^-!>--At^> 
»lE.X-^?-A<!>««jr-Att, ^ - 32«^ ASH t T SIE?® V . EHi f 

i^-^£4)HaiAfii«-?a^Ki gai a<hhsjr*#?s v . A£giiiA4*ffjittt?JB-?** 

U*.^aiAffi*fiVfilBSSiE¥SCJ:^ 7 3 IE 7 *l fcjgfc X_=JU © i£« % « « V: t Jttt? 7 20 

Jt«*» * . n ie jt«*»c «* i Jt«sss t s r t n ie* - k&'s. v ?• cttin* z « 

C 35 3KJB 3 1 

7 K tt * - A V . ffi<5^-At-A#i5 <f y 9 -2 y htMTf IT(9JS*5ETC«i 

9-*yKcs^ufem^^-;i,vxT^-?aboT« 

liE¥®cJ;^*AsaE(^)»cffll)*.a-^lSg | Jifis«■^^5l^rI^-;^0^y9•c^^^Drz 

ajttfSttAi^av.ttti*,. so 

-;u-9--A<??©gT<i)ja*5cT^-;uts*u^.>:?=. §855«,><-;Ki>'\yr#»;aiaiA 

ffllEttyTvffitS^S^® C<fc -> 71R8U fe, SulE^iB AttfB. 83 IE a - -?* IS B'J ffi *B . £ £#115 
lE««x-p--A*tS?^-^-^-A0WST<?)S«$fefla*5B7ICj5l^-ri«m««jS-S^ 
SV, B3lEi£<§5fcli&*# * 55€t£Sffl*0t Xffi U * * . M fc *tt * - * t K * t * « « 

t it a * r i - ;u v 7 t 1 . 

[ SS 5fc JS 4 3 40 
«iE«*ir-Att8MTP*-A-*a , J. «lEHlE¥«CJ;3*AttlItt*-^0««C 
^JL-?TA*^^*.a--^sS8yffiffiJ5z>AZ7-H ! VffilE^-^^-ACS^r<tTll7 
i-1^gilffi^Vci)Jt«IC<fcVff?CVt!ttmvt7a5li:JSl75SSlE«l!0^ : 5-^-;i,V 

c st * jb 5 3 

aiE*»CJ:I*AIBtt»^-^fl>«»Cifell->7»EPOP-9--A?4f7POPBtE? 

ft? c vt»aut?i-«jii 7ii8iettfl)i*>-*y7f^. 
[ m x Jl 6 3 

ffiifE2taiAffi?SIR4l¥©l*« fiHiE-X-^-^- Aflff IT<9»*» * ««U £ 48 * - /Ki> 50 



(3) 



JP 2004 64215 A 2004. 2. 26 



[ 81 * JR 7 ] 

Z8fclC*A&sItff«?I*l*. 

niEJt«a*»r-au«u>;? : ttfiS2Jji'ii^->iK?)iii«tK±-riie>s, 
ess* a 8 ] 

» 1 fl>*-JU*-Aflf*«?>.X— A^-A** > * - * v htM T IIT <2> ffi * JB T IC 

iiijieg«*-^©'w$' , 'H&*fi#>;giiiA4*$s. a -■*•.«»*«. £&f£HSx-9--AfctJR 

St I ISV . 

US IE JR # U fc > «E*fflAa*.':i-*«ffltt«. ^6fJM«7t^-A*t»1©^-;H^ 

t 81 *. fc C * . t»«^t3«'; t*U8*^"*<5«*B±«ft. 
C 0 0 0 1 1 

* ?g bb i* , x - )i<omis%<() x *) t * l & c £ ~i & * - )i> m ±r j ¥ 

[ 0 0 0 2 3 
[«£*<?>fcfl5] 

. m^^-^tfJSf^^e. -*SttC , 01 ICltJ;^Cig«i«tt8MTPt-A1 t 
[ 0 0 0 3 1 

x^-^-tA^UTPOPSiiEtfi^T^AiSliEtfii), 

i (o*'j> i © £ <t>»ffi8 it ©a t n o t i) 3 A£ it # ^3Kt u v * w * i * i» 
?:n Rl * y> 7 ) . 

[ 0 0 0 4 ] 

-55. *-;u3£^c<>J*£t3:5*C*ASiI<i>&5ra;«l) (fgfcCte/C-MIIAttXR&tf 1 ;? 

DStt^-^iSi^CtPOPffllEtfiTJ: ?CL^t<9 (POP i> e f O f e SM 
TP)UJ. . 
[ 0 0 0 5 ] 

5 1 1 5 Q ^'&&m*QM t * \s ^Vi ±t J K<t)K - F ^Qft^kthJ 

C^tSSSVUfct©) . A2TJ*ST?-1 1 47 1 9?&tBHft9tt4l5 (SVtH 
t»5±1-3fc^lC^I8a^^t«AU*.t©) . ASTJISfl 1 - 2 5 0 5 0^&«1 

) . A4THI2 0 0 1-2 8 8 0 (*'J t * l» CJ: I*A (*fi 

) m ± g> ih . i-i»*<i)«$mgiuBfiAiis<i>m^^-^tJ3m;?cufct0) # *> i 

[ 0 0 0 6 ] 



JP 2004 64215 A 2004. 2. 26 



i5TSSZ 0 0 0-2 24 2 2 1 ^$6fi/Tv<t>&#j ( X - V x > h t - A Cl T U (5 
) . A8TH1 2 0 0 Z-4? 7 6 7 (4*>*-*vH:*Jllli*l; 
&*ICH*3t©) . A7TWB2 - 0 02-55? 3 2^^ffiffl^<?)ft«5 ( i3£4i * * - 
A-<4>8JBfc<f>S$T#-??3<fc?IUU*.e<<>) . 0 0 2-63658 (Sf IS 

t*'JEU*.POSgJl5'3.x/*)#ft*. 
C 0 0 0 7 ] 

±lE^-;^J^I«^0*ASIiEttS5H*<?)8MTP■9•-A<?)5pJ«til l JI!R•r3t<^)?^) , ;. 331 
A,<3>3lfllA*, «ttA^-*7Kl'7tffIC»ttft«ftAC« l ;rtU7^-*t8 10 

[ 0 0 0 8 ] 

c o> - ;u <p*iB a® **« v r * u ** a <pfc«>c . ttaiAc-K*- 
* 1« isu » ^©*-A.t««iS*U7e**c*^«tt**iifflA»fn--*ft*#5 

* t «K t 3 a&vtoztfis MiBAc*o7@-.x-A,t2K3Js»;$Mt4i.t*£ i 4st)*i) 

[ 0 0 0 ?] 

-IS. ±i5fcfi&#i§8S©tt*-?*>3A1 T~A8T98*B2.-1l'I D&&A77'- K 
tfc**lttll*7CU7»8*CJ:Ztt , J**Utl»±LJ:'y* , *-3fc<!>-*ft , J. «'Jt 20 

* t C J: 3 A- ©Et-lifi^ 3 . * k. . ±teA4Y©fc#jl*m ; ?- 

JI IB « 7* ft 3 . * . A5T~A8T<i)affitt« : f/-A-/Xf /*Cftit3^i^-JKi) 

i£4i&£±*tt«£3§to7«?ftfcfc<<>-?ft , J K « , ;r*ucj;7^jE^-;uE6±^fl5v 

3 . 

[0010] 

* f§ 98 IX . ±C**^-^«**®*A«lIC*ftl HB&?l!li*T3&.tf)Ctt?*l&e 
© 7* ft 'J . «* ( X-^<9««Xtt*«©l»C****^-A,<!)ltiBA^****H-7»)- 
I #S » t «]■} * - A V 7 t ii < * - JU 9 S * * U iJHIRS jt 75)££#« 

V UI^^-/K9g^BS±7j»<!)ffi*tlttUl. 30 
[0011] 

Ufe£<tS.X-;Ut'r>'?-2y htrt-U7«»*«**7C*tt*3«*1>-- ! -A*, «! <i> 
l^^-Jl-yXf^^Ji^T. ^-A»t--A©««1»--Att, <X-JU9£4t*C*Afl& 

<fy aii^s v , ««r i jyQimi a** t*»* 3 &ai Att$iR*§¥® v . ma 

ffiffi V t Jt«r 7 Jt«?S V . Jt«*»C £ 7 Jt«8il#* ft 3 JSfcl* * - A, 40 
[0012] 

* - * v htAU7«ttft«*87C**t3**t-AU, 

9-2 v K t ft U TfiST^iS * SB TCgfi? ft*.*- A, t*4iU . skm*ft-Z1C&<Et 
J%.l!a-f - RY-tmX*. Rt 4 y * - * y hCSJJUfei^^-/^Xf/»?' 

ft t> 7 . /-At-A9«if-Att. * - A* ® iH-fS C* ASH t ft 7 S H ?S V . 
St?^ -A, 9HaiA<li5*B-SS&*}R33£aiA455tB]R*§¥8*, iffiA«SS#?8?®S 
UfcgaiAffi*6*&iiE¥Sn:«J;o 7S£?ftfc3£«;< - A-<Z>3M**ffi*8 * t Jt «* 3 Jt« 

?g^, Jt«¥S c «fc 3 Jfc«iss t * t tt*s t x - h q ^ y y c tta)*3 ffifSttfl^S V 50 



(5) 



JP 2004 64215 A 2004.2-26 



[001 3 ] 

55 3 <?> £ tfl © ^ 4- * - ;U V XHtt, « ST © «8* » H 5 <8 b £&<S ^ - /U t < > 
Ji,7, - Mt - A<3>33HSlf - Al* , -X-;K5Jg^f nf IC * A S3 H t "5-®SE¥8* . ® 

iiE?sc«»:7*AlsSI<i)l»lcffl^)^a-■^»«^S8 | J*i«t««■r^^-;^<?)^yrlc^4^orI 
i-i» , *a«fR»in?«v. t « *. « x-^i^-aos^-ai*. «>!<«>*-;n>--Aa. 

<IS*-.>K?>'\ v *■ » Y> &iHA«HS$8. * A B ft © R C M U * ti i - * B BU M « . iEOSff' 
jc*- A*"SR»* « «ffi«®i¥8C <fc -> 7K8 U fc. 21 ffl A 

c o 0 1 4 3 

»4<9f§^tt±lES5l75S»3©5eBB©m^^-^5'ZT^IC3ifl)T. iSlflf-A 
U8MTPt-A?Ji') , BfiE * » C «fc I * A SB I* * - h <0 BUS C % tL r> 1 A 1) * tl 

a-rai8yffi«&^AX7-KV^-;n*--Aca^rtLTii?i--? , a^fl5ffiVQJt« 

C001 53 

S35ci)fg?HI*±i2S3l755?S3Q5EEfl<?)m ; 5->:-;UVX7 1 /*Cififl)T, BBiT-A 

tt^-^0g«c^fl-37POPt-A?fi?popsaE7«ji3c vt^ei^rz. 

[00163 

S56©fl?3tt±lB!8l0fgaB<?)m^^- < 'U>/7x/AlC?Vl)T. SiaiAttfSE*l^8 

i* , * - - k#^wt <o&*» * & £ i> & x - & Q ^ * ? * iii 

[00173 

ss 7 ©m* * - h> <o s y r * o 3£"i§i»± . g s t <z> us * # >j t 

.X-A,t<r>*-*y ht^f732l€*JSl*55TICJ3l^ri R C * A BSE t 45 S > I 

, *AisliEr^^.fe»ecj5l■lf^-;^<i)^yrfls«cs^^l^ili^lAffi«tK^lt^I 
a*, u ^.^ai Affi« * s 3e ? ti s is * - ;kp«**b« v t jt«r 2 i« * . it 

i . 

[00183 

* 8 © 2 V T * L £<s-* - ;U<9S«te± . » 1 <?>^-^f-A^«!Q 

niv, 5<§;<-,/K?>'\y$' , «fB*m£aiA*iSf8. jl - * a « * . jzz/&nxit - a 

iStlRStnSV - *»Ufc. «KA«tf. a-f»BU««. & O JSHt * * - A * * SS 
1 tt> * - A ©SST<j>J£*iifcJliS*5B7 IC EUs T 1 IS* , £ tt % SS * # * 5 £ S 

[00173 

[ * 31 © X R © R 3 

0 i Bi?^-*y7fi«A - h , ox7*fli:©«!tB&giBBB-?fc , j . bzi£R?;<-jur 

01?, RS-^-A-J/Xt-AI 0 OR, ^-^t-A1.0V, B U 9 II It* © * - ^ ? 

-AV:}fiiScr?.<>'5'-?yK20>:, ^-Af-A1 0©§ST©ffiSSt<?)<a*(B1-? 

R«6*307tt$tl) ^>i5SI. ^-*f-AI 0JH*9ffiR<5^-^t-A£ 
t fIT ICS l» 7111. 



JP 2004 64215 A 2004.2.26 



[ 0 0 2 0 3 

^-^t-A10»8MTPt-A(iSfit-A) 1, *-JU*v932. POPt-A 
( ®*it>- - A ) 3, «£tB«*€'J5 (/-A-aCy?XVHDXf ^Ull-) CSIT 

©jna*i-rfecasr4i*.^-;i,7h'ux. i - i D£&fAZ7-h , ^<i>:L--ytt*8 

C 0 0 2 1 3 

8MTPt-A1 S&POPt-ASIi'tftfllS'JflPS (E^ttr) 
<9-^l2«^t nit. 8MTPt-A 1 tt - ">t S5 « * =E 'JO<-^32<l85&gra<Z>7D 
7=5^t«4fttT^ - ;U jS^ISQSt I) , POPy-itS tt-*$t£#X E'JC^-A-Jf 
MSB ©7- □ 7 =7 A t 5£fe 7 t±* - ^S-tSraSQSt J . * - ;i3f y 9 7 2 t* * 10 

C o o 2 £ 3 

aft, sMTP^-Ai^-^iee^^'Jcefertti^-^nsi^sasffl^T-o^^A. 

S'la* l J«P7'D7 : 7^^IS*3 I- - 7" *l 3 * - A> V 7 H^HTML 

7 7 'f/UT , -?tt«£ie«*t , ,i 5C5l«r*lTl)3 7-07 , 7/*lE«flJ!SlC«^lB«rft 
Til Z. 
C 0 0 2 3 3 

llS*3 0#^<§©JS*5ETi5lffir4t^.m^^-^ (WT, BCX-A^BT) ttSMTP 
»-A1tAU7O*-*vh20i4?ft<5^-*»-ACiS*?ilJ. tt© 20 

*-;i,1f-At^UT$*30£TM?ftfe*-^r*4:y?-*yh20il£?POP 







jiac v 




U , Jffi ^ 


3 o 


2 . £&ttictt.x-;u 




2 


ic m f 


«fc "? IC . * ? 


< 4 -5 <0 




C ■» it 2C^#7f ? 


« 

[ 0 0 2 4 3 














£ T . £ 1 SPSV U T 




* 3 0 


© j. -y» , 


JBJfe. * 










;u * ft 


7 11 I ^ - A 


y 7 f- c 


^ o t ^ - ;u 








"Jf — A 


1 0 5E T ^ - 




. * - ;K?> g Hi A 


(HiliAS. * - 




7 F 1/ 


X ) # * - K 


(?) \ v i* 1 


c ff l*otn 


: Slfli AffiffiJ H7 
















[ 0 0 2 5 3 














3:c. S2SKH7 




8 M T 


Pt-AI f 


±15 38 1 






CO^-* v h 20 


t 




t 1 . C 






ic TRece i ve 


d, : from Sli-p- 




A £ J 




• 






[ 0 0 2 6 3 














tU7, S5 3 V U 


~Z 






- fir -9- - A 1 


0<5POPt-A8C 






> * - 






I. C <9 * ?= , -X - K 


i5\yyc TRece 


i 


v e d 


: from 




A * 3 # in ? ti > ^-*«yn 



[ 0 0 2 7 3 40 

3 n PT? iiJS^tfStJ^-^t-A^^-il'Sy ?7C«g?tL7U^-;i,tP 

opt-A3t^b7B6frmr. 

[ 0 0 2 8 3 

[SB 1 <9 I? US <0 Yt S ] 

*fSJ&<i>ff*«-7*l3:. BO^Ufe@20552©|5i7 t 8MTP-?--A1 t/tU70J-?yl- 

20Mffi-?^-;utimi-ri»^ic8MTP^-AitiPJffi-ria.--?*t!»g-ri*.^c 

"7 fc * it « it mi U . *ASiiEB:JS«#Ca-fIDJJ^A77-h , tA*U, 8MT 50 



(7) 



JP 200+ 64215 A 2004. 2. 26 



[ 0 0 2 7 3 

)KIC. 8MTPt--A1?^-^<?)\yy*l«<?)rfrom:SI2liA««J C 15 « ? ft T 

u-?u7»'&i*«t3Ry3v , ;^-;utis<iu, -ai7ti«ii»ftii rf com :imA« 

fS J Z$&$tt tl^ I) J tt & A * - )l 7 F U X>?tt^ASSIUfe^-;i'7 K I'ZO-Jll 

<tt3B*c rgajAtt-auTiistt/Cj vu^fcx^-asoA-zuts^t*. « * > 

-;UlCtt«$9X7-*-^©A7IC**t3:}*titi:?*, £5 ICJ© b -zstto 3 A 7 CfcJ* 0 10 
"7 fc <fc II . 
[ 0 0 3 0 ] 

I . 

DSKAX7-Fl(i)SS7'-^A*tfiU (Xf v?80) . a - I D £ 2* A X 7 
-HtfA^mnSMTPt-AI lcA*r^fea-^I DS^A^-FttS^rft 
. 8MTPt-A1 R^-JH^-A1 <i>SaE7'-^^^^ < 0 * * f ) C SIS ? ft T 
u2SSET"-9VS«Ufea--y , I D&&fAX7 - h' tft«U7*AS2tffll. * A 13 
SE#? 9= X 7 v 7- 8 2 IC S ^ f 7 . * A tt U * f 3= * » -> * 6 I* * 20 

[ 0 0 3 1 3 

^A&SEflfT^fciS^R* fli*3 0<j>:L--y 4 #A7JU*.. & T . ? 4 \- K> < JkZ/ X - H 

*^»>i«i^-^«f«a*3 ocox h-ji-rii7ii^-^s«i?n77/vi:j:o 
-7 ft j* ?- ft . a-*#«tt«»*r***-JUir-AioiS7*-A»xr««* p *ii. e<*> 
* ? , ^-^©^iBAffi«(^aiA&, /-^7h'^) »^-i^^)^y^ , c rf i-om 

t^«£*Vra«IC^- 1 '^<i>^y^ r C^il^sjc■!^-A*tSt'■!^-Affi«tt^fflb ( 7 t y 7- 8 
2) , *ASaUfel-t I DS^AZ7-h'#'il-1' , <i'^-*7h , l'X (A) * JR # 

[ 0 0 3 2 3 

8 MT P * - A 1 3 0 » * A - )V <0 *\ y *" 3 r f J" O m ^ * 

UA«S!Sj »miaiA<?)A-^7h-UZ (B) t* 1 ; Ml (Xf y?84) . ± IE 7 x y 
78 37KiUfe^-)l'7l ; l'X (A) V X f y ? 8 4 ? \ y 9" i«# K 7 f I / - 
;U 7> h" U 7 (B) tf-aU7ll3#StftsSt (Xf v?85) . ^-^7F 1/X*-S 
0 7 I) 2 ^-^iM-fg^V^-^OHaiAtt-aU-ZUl **fJ8ftU7«ft*3 0 # H 

[ 0 0 3 3 3 

£*L> llE7Ty?8 57^-^7F'l'X»-at7U«ll»eiJ> ,X-^32H§£*A- 40 
^©MMAtt&aoTUlVMUTJBfSfcSO^TX^-^-^t «4I 0 7 JS * 3 0 # >i 
S it M -> fc&4§* - JHC&fr 1 SQSt & T r 1 (7Ty7'87) . 
[ 0 0 3 4 3 

isEZfy78 1T-*ASiiE#7?«#o;fc#ftttffi*3 0557M*Rr&$0 (« 
^ * oj )/. - ) t jJUg u 7«S* 3 0 if- * 55 ^ 3* -> fcS-IS A - JUIC « *> I Jilt » 7 * 2 ( 
X T y ? 8 8 ) • 
[ 0 0 3 5 3 

±l^El3©7□-f + -l-<^)«E)^lc < fc , ;. a-ju««*-a ( s m t p -!>• - a ) ±7. jk 

«^-;UC<4i07^3llitiA'Hiffi©^-^^fl/7V*AeiIffi*B#^*l l i*lI^->'l'i5l 

A - h 7 h* U 7 flf fit* 7 ^ - ? 2I€ U £ I) A 7 C U *L 0 7 . <i> A - )V 50 



(8) 



JP 2004 64215 A 2004.2.26 



v- - a 4> ft H s # % G> x - ;ub * » <?> * - ;u ( ^> £ , t^^-^-y-AicgftrjifcHiB 

JL>l;<-JLQ.*ll?l!ft±r7C*6-??7. 
[ 0 0 3 6 ] 

« fir , 0897D-f t-F«ZTv?S 0-?*ABSEJBC:L--yU Dfi&AX7-h'l 
©SSf-nAAU, Z?y?8 (8MTPt-A) ?*ASI 10 

tUTCOjt». ZTv?8Ptll»l, Xtv?8 1 ?. ffl 1g . «3-.X-;H>«f>* 
- 3 y h*flffl*7RKM>*-*v I- IC&mt 1 T U R <( ? K U 7 4 V t 1 m <D 

mvtT- t & * * - ti * 4 y * - * * h- (?> vi m ro xi) t j jl - v i I) ft & z/ 

AX7-K) t * - JH*** - A ICEHs U 7* ASIE t 7 «fc 7 C U 7 t £ 11 . 
IC T ftl*, 35HS^-;K9MaiAB:*ASaE^47ft4t-7UlCVt3SI8U*<TtJ;U. 
C 0 0 3 7 3 

* , ±8EZTv7'8 0?>X-^S€Il)fft'f7l), Xfy?8UPOPB!E(-)t l J, 
-X - ;HM#Cifc« ^^-^S^Ifftfi^CVC^'/fiftftXSfit-A (POPt- 

C 0 0 3 8 ] 20 
£*L> lS03<57D-f f-h<5*7fy 7* tt 351 « * - A "? 51 °I & S 7- □ 

v x- )[,ci>m<B«SEnfj? til . 

[ 0 0 3 ?] 

04t*,*-;HtHi6t<i>SMTP-?--A (EHI^-A) ©»fFe , Jtrvf7D-fi'-f--?*) 
I . 

[ 0 0 4 0 ] 

IET) V H« 7 - ^ t j£<§ 0 « II * "? CfcJfc U fcff , X - ,»H* & iB A V «S8 30 

[ 0 0 4 1 ] 

&#fl*)Ctt> E4<57D-fr-hCStJ;?C, @3«)7>7y78 5?, HHiAffi*8# 

S^KIIEI (ot'K *-yHJs«£) #-SXU7U3g<9-f*ti§tST'\y? , tt*8lCl};tD 
U (Xf y78 6 -D , &2HA£tS#*S;fe*-^7h'U7V*AS!l<H&fS#';it;te.,>< 

-;i/7h"ux^-iJu9i)Ji#ttMaiAJB»v«tsiiE^»^-si?i?)?8<?)^-affi*gt 

\v ytls&Ctttnb-Z (XTV7-86-2) . ^-^tOy-?yh EOtM 7 JM 40 
ifcl«S*5B7iHg-f7 (7,f y?86-8) . 
[ 0 0 4 2 ] 

[ 0 0 4 3 ] 

[ * 2 9S2fe<i>F*«] 

© p « ? a ® « ^ - a ray? * je * - ^ # s # t *o fr * 7 . 

[ 0 0 4 4 ] 50 



(?) 



JP 2004 64215 A 2004.2.26 



tT, 0 2 CSlb £ 55 2 ft U ? . 8MTPt-A C "P" — A ) BcX-HS*©!* 

ic*AW£fiiK 'tovHi-ti Dt.x-;i/<9 / \y? , 'B5$Bicttiou7:#H.x-;t't 

A ) CtfUt * ? . 
C 0 0 4 5 ] 

) »±lEJS^*Jlii*5B-?0 X- ;b t U ^-;U/l?y 5 , * * - K <Q ^ v *" 

*s«»>j^aiA«« (o* 1 ; rf com = siai a«*j ©ns> . - a a ( ^> * 

«; , TReceiveci : f Com «*»-i>--A*j<pne)..&&f:L-1MDt»t 
•J Hi t . 
[ 0 0 4 6 ] 

C 0 0 4 7 ] 

;U7 K U Hit - A 2 I* a - f I D#S«-57llZ V3=tt*jE.X-;Ki>Rj&«i0J>> 

ft ^ & &&t& X - )IV - KW^ X - )IX v 9 & X - & 

*ri. 

[ 0 0 4 8 1 

'SJy^^-^^'VyrffifBf^rReceiveoL : f Com EHixlf-AfcJtt* 

_A,1f-Ati&&T3fe£*Ctt;tn?a3fcA>>. 1 ffl © * - ^ C ft& fl ft JO ? JlTlliSft 

?ctt-ST <i) TRece i ved -from ai«x^-A*J©Wf?tet 

fc-SUitt <fc i) . 
[ 0 0 4 ?] 

D5lt^-A»**QS*f-A (8MTPt-A) - A (PO 

P t" - A ) <t> ift ft m t lit r.7 □ - ? * - V t 9> l ) . 05 (a.) & - * ft ? - A JBtt 
ffltiU, 05 (t) tt^-il-S^t-AQBfFWtSt. 
[ 0 0 5 0 ] 

* r . 05 (ol) c*t*>c. «a*3o - ;u *«*r i mzm&it- a t 

UldCl-fCl-H'I DJRC*A77-K*fl)tttty-y©A*tfil/ <7f y?T0 
) . 1-t I DJJWAX7-P#A*7lin8MTPt-A1 CA*7ft^l-fI D 
J& Z* A.Z 7 - K # «* ? H . 8MTPt-A1tt^-Jt*-A1 <i>SiiE7 , -'5'&£;<€ll 
(BJMtr) Ctfi7H7U I fStlT* — nSfiUfel-fl DS^AX7-FTft«b 
T^ASsIt fill . * AS8&#7 ? X 7 1 v?T 2 CJt«*Z . * . *ASSE# 

y 7* T 1 ) . 
[ 0 0 5 1 ] 

*A65SE#-??fe»£tt. 18*3 0<!)l-f#AAl,^. & 7 Sfc . * -f f-*. JkZ/ X- A, 

TftartL. t2 v^-ju^-a i o ft-zx- *i* . 

* 3= , X — )l <0 XfcVSi. ( H iH A £ , X-*7FI/X) #^-^9^v5 , C Com 
: giBAffifgJ H7t4Jl7tl7. JS* 3 0 » H S-fS * - H t 5 « 0 8 M T P * - A 1 
t*X-)l®\vyC3.--rinttt)nT2 (7tv7*T2).. 

[ 0 0 5 2 ] 

IC, &*vra«jCX-;i/<^y?CiS^^?-A£tSfr1f-Att«ttt;MU (Xxy 
?T8) . JS* 3 0 # *> <D&<6 X - it-t * > * - * y f- 2 0 T U -?2«Jfe<ffi*5B?«« 



(10) 



JP 2004 64215 A 2004. 2. 26 



^ Z 0 V S&VM^ k&G X - & C&t>2 SMT P ? - K ] mG>K&-tmi T 2 ( 

7 T y 7- T 4 ) . 

C 0 0 5 3 ] 

±B*rv7>T1?*ABtttf?*«#,fcj§fctt**30fc7i8**qaSl] (jg 
«^W^-^) t « u -? OS* 3 0 » >i 35 it S o ^i3l4S >f - ^ IC« ft 3 5QSt T * J ( 
X x v 7- T 5 ) . 
C 0 0 5 4 3 

XC, 05 (t) C * f «fc ? IC > M * 3 0 # * <0 «« * - * <5 J8 Jfe* * t tf jf r Z * - A- 
*-A«?ttP OPy-A (3^-A) »Si^-H*«l7^-A*y7ZC*» 

tl. c<5l, P0Ptf-Attg^*-;u9'\y*'ic-}>--AjH&fgttt;to*2 (Xr 

y 7*T 1 1 ) . 
[ 0 0 5 5 ] 

»c« P0P7•-AttS^^-;K^)^y^»^tc^)>:-;^©^/^lAffiffit^i{« < ;i^Ju (xt 
y t- t 1 2) . Xl:s^iy-;K^)^y5•#l; 1 .x-;ns«*<!>a.-i>M DtK u as r (7 

T y 7" T 1 3) . SE C , S«^-*0\y^ljl^fit-AiBt* , Jilir (Xfv?T1 
4 ) . 

[ 0 0 5 6 3 

iXlC, P0Pt-AU5fiJS*Clle7f y?T 1 2~T 1 4 ?^ y ^ » 'J ffl U ^ 

H."J<D««t-**»L72-H«i:^-*«*fl)qg<P8iil ( * ft) t « r ) ( X x y 7' 
T 1 5 ) . 
[ 0 0 5 7 3 

qlfflfflRtt^SRlfflW) tP0Pt-AJS7«itI<9-?. POPt-AttSttJfeHO 

y 7* T 1 8CJ8^t"7 ( X x y 7* T 1 6) . 
[ 0 0 5 8 3 

P0Pf-A«v*lt8TtJ (X?y?T1 7) . * fe , 

t-A«9»ItllTt? (Xry7*T1 8) . 
[ 0 0 5 9 3 

±IS0 5 © 7 □ - f t - hc» U feftKC J: V , JIS;fc«!|-? ^-*t«*r?«i:^-*« 
[ 0 0 6 0 3 

£ fir . 05 (a.) 97D-ff-h<!)Xfy7T07-*AISIiSi:2-tI D £ &f A X 7 
-K»©BKT'-*tA»U. Xfv?T1?^-)y«*t-A (8MTPt-A1 ) ? 
*ABttr***Cl,fcfr. 7f v?T0?^-JH«Bfftfiu. Xjy?817PO 
P BSE ^-^iiiCJfeS^^-^S^HrptfiTU^Ct^fiOllTgfit 
-A (POP-?- -A 3) C <fc 3 *AB£E) C* 'J*AIttte? *?CU7UU. 
[ 0 0 6 1 3 

* A. 05 (t) 97D-H-H5Z7y?T1 5 "? 31 ffl A ffi 16 , i-flD^C*^ 
Z *TCl7B<Ctt*U7t Jill. 



(11) 



JP 2004 64215 A 2004. 2. 26 



C 0 0 6 2 3 

£ ft , ±IE05 (ol) <0 7 □ - T * - V <0 % 7 T y 7* tt JH « "f" - A "? ft ft °1&tt70 7 =7 

i,U7ftfEn, r AM¥©-i^ie«^ t 'J (0jfvttr) cfcft u t^Hs-?- - a<9«js> 

aJC^y^-^QJSfiitCRfirft?. ± IE H 5 (fc) <97D-fr-hO€-Xx 

[ 0 0 6 8 1 

($!?#.)) 

5 (a) 97tv?T2) . ^JgaHQ^^^-^VXTA^il-Qm^^-^yXx^tft 10 

i . co»ft. ^-^s-ii-ri - a* (a i d) #K&r?#> 05 (t 

£^£«*-A£#^?'7>n-K*I#S#** l J6Jr-?3 : 3. 
C 0 0 6 4 3 

*5!B8<i>JiffleHtt01 C/TvUfc£7tt«Jff<i>*-^?-AIC PI #J *. I* 20 

^^tarp^-tti a y d > , * - ;u y 7 i- xtt7D7 ,: 7ktiE<«TziE««tt.-;<-i'i>y 
a . * v (-7-?ite«r^-ji/y7h7u?o77/.ctiiffirtin?)7-j)3. 

C 0 0 6 5 3 
Cfg^£i>«)S3 

. x- til & &A%$k)i*Amti? tik.*- ®* * 

- /U J&tt.StfA tt I 3§ft C *t 0 ^ - hO Jf£« t $ ±r30f> ^U^-^t-A^I'JS 
[ 0 0 6 6 3 

?is-r3¥^»f##^ttii. sic, gaiAffiis (flixi*. ^-;i,7h-^7©-ap) ts? 

[ 0 0 6 7 3 

» 2 ©f&BB O * - ^ V 7 t IC - A* J3H§ ? - A ± "? . * - -IHC 

WJIri? ftS&fliA£&V*A$iiE?-ftfc;<- ;HiHI£<H5*S# >5 *#H *l 3 -X - * « * £ <t> 8 
@CJ&bfefc$fit*-;U® / \yycttJtD-f?;fei>). ^-fl/<?)5B*Ja*?B:i-t*tt5«U 40 

ic<fci^jEtt^-;K9S€tw±-r?cv^-?ri. ssi<4)5£eHviPi«c, 119 

^-JH-ittC^ST-^JO?. 2S^-^t«^U7*A5tSt-I?^*»»»ittU 
. SC. HlHA-tttB? * ?»%-7as¥c^-;nji«tfi? 0 4 ;U7 X-*Co II7 fcSls 

[ 0 0 6 8 3 

95 3 <»%W(0f&3- >t - )\,y 7x <fc ft. W . J» 3fc - K t 55 « f 1 85 C * - K 

&1b % <5> <ti5 fS t 50 7 C 2 *l d» . ^-;U^Xti)!g'fitfi7SiCa--?«»liaiAAS 



(12) 



JP 2004 64215 A 2004. 2. 26 



t 0 0 6 9 ] 

35 4 a> 36$ * - )l V X T Lttt . ^ASfiEtPOPSal-JfiTC^tf??? 

[02] m * * - ;p as g « <5 a 5 r * * E -? *> 3 . 

[0 3] ^-^jm^5)8MTPt-A C -fig i>- — A ) ©fftttflJtifvt^D-fr-h-? 

[0 4] X-iHm^®8MTPt-A («#■?■- A) © ft ft flj t & t 7 O - ? <r - h ? 
ifc I . 

[0 5] * - h &^^o>mmit - A (SMTP"?"- A) Y X A (P 

0 Pt-A) 9»ffflt»t7D-f f-h?»l. 
[H^-<?>S£0B] 

1 8MTPt-A A) 

2 * - ;u a? y 0 J. 

3 POPt-A ( "9- - A ) 

4 l-tffi<ST-7^ ( JL -fgfiffifS ) 

10 ^ - - A 

20 <>?-?vh 

3 o a* 



[01] 



I 



I 



8 

JL 













A. 




)!( 






to 





















[0 2] 



a ism 









a««f-/t (smtp) em-c^-zufiism 






aw-*-^ (pop) enrc/- 











**8 



[031 




24«*fr 








1 








1 




1 






JP 2004 64215 A 2004-2.26 





YHS 


S6-1 








S6-3 


j &<g*ff 







S6-2 



(JD 



CHID 



[0 5] 




Til 



X 



T14 



JT16 

Tyes 




r 



T17 



JP2004064215 



© EPODOC / EPO 

N - JP2004064215 A 20040226 
>PD - 2002-07-25 
A - CASIO COMPUTER CO LTD 
4 - NARUSE KENICHI 

I - ELECTRONIC MAIL SYSTEM, METHOD FOR PREVENTING TRANSMISSION OF IMPERSONATED 
ELECTRONIC MAIL, AND METHOD FOR PREVENTING RECEPTION OF IMPERSONATED MAIL 
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and to provide a method for preventing transmission of impersonated electronic mail and a method for 
preventing the reception of impersonated mail. 
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information of a sender to an authentication header when the concerned user is authenticated; a step S 3 
of acquiring a mail address (A) of the authenticated user; a step S 4 of acquiring an mail address (B) from 
header sender information; a step S 5 of comparing the mail address (A) with the mail address (B); and a 
step S6 of transmitting mail only when they are coincident 
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'I - E-mail system using Internet, compares authenticated e-mail address and e-mail address which is 

acquired from header sender information, for mail transmission 
\B - NOVELTY : 

A simple mail transfer protocol (SMTP) server performs proper identification (ID) authentication during 
mail transmission. The server information is added to the authenticated header, when the ID is 
authenticated. The authenticated e-mail address is compared with the e-mail address which is acquired 
from header sender information. The e-mail is transmitted only if addresses matches during comparison. 

- DETAILED DESCRIPTION : 

INDEPENDENT CLAIMS are also included for the following: (1) impersonation transmitting prevention 
method; and (2) reception prevention method. 

- USE : 

For transmitting e-mail using Internet. 

- ADVANTAGE : 

Prevents spreading of virus mail, and reception of the irregular mail by impersonation. Enables 
investigating sending station of a virus mail, easily. 

- DESCRIPTION OF DRAWINGS : 
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The figure shows the flowchart explaining the operation of the SMTP server. (Drawing includes 

non-English language text). 
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